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Executive	Summary/Abstract	
The	use	of	 face	verification	systems	as	a	primary	source	of	authentication	has	been	common	
over	the	past	few	years	[1][2].	Despite	recent	advances	in	face	recognition	systems,	there	are	
still	many	open	breaches	 left	 in	this	domain.	One	of	the	practical	challenges	 is	 to	secure	face	
biometric	systems	from	 intruder’s	attacks,	where	an	unauthorized	person	tries	 to	gain	access	
by	presenting	a	counterfeit	(images/videos)	to	the	face	biometric	system.	We	proposed	a	novel	
approach,	 which	 can	 be	 easily	 integrated	 to	 existing	 face	 verification	 systems	 without	 any	
additional	 hardware	 deployment.	 Systems	 that	 deliver	 the	 power	 to	 authenticate	 persons	
accurately,	swiftly,	reliably,	without	invading	privacy,	cost	effectively,	in	a	user-friendly	manner	
and	without	requiring	radical	modifications	to	the	existing	infrastructures	are	desired.	This	field	
of	 detection	 of	 imposter	 attempts	 is	 an	 open	 research	 problem,	 as	 more	 sophisticated	 and	
advanced	spoofing	attempts	come	into	play.	Current	anti-spoofing	methods	suffer	from	various	
problems	 that	make	 them	unreliable	and	 inadequate	 to	 integrate	 them	with	 face	 recognition	
systems.	We	 approach	 this	 problem	within	 research	 scenarios	 over	 the	 distinct	 classification	
schemes:	 Learning	 with	 a	 large	 multi-targets	 Convolutional	 Neural	 Network	 (CNN)	 that	
simultaneously	recognizes	faces	and	detects	counterfeit	attacks.	

Differences	from	Current	State	of	Art	
Resistance	 to	 false	 authentication	 from	 photographs	 and	 video	 playbacks	 is	 a	 key	 issue	 for	
successful	 biometric	 system	 [2][3].	 	 The	 main	 innovation	 of	 the	 project	 aimed	 within	 this	
research	is	to	“learn”	and	“mimic”	the	human’s	ability	to	recognize	and	identify	users	and	also	
intruder’s	 attempts	 using	 novel	 approaches	 in	 large-scale	machine	 learning	 and	 evolutionary	
algorithms.	In	that,	a	secure	biometric	system	is	the	future	we	are	looking	for.	When	these	key	
technologies	are	accomplished,	it	will	allow	us	non-intrusive,	unique	and	cheap	technology	for	
face	verification.	
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Nowadays	 we	 are	 experiencing	 an	 increasing	 demand	 for	 highly	 secure	 identification	 and	
personal	verification	technologies.	This	demand	becomes	even	more	ostensible	as	we	become	
aware	 of	 new	 security	 breaches	 and	 transaction	 frauds.	 Anti-spoofing	 solution	 for	 biometric	
system	 is	a	 recent	research	area	and	there	 is	not	much	work	available	 in	 this	 field,	especially	
because	often	new	 intimidations	arrive	 in	 the	 form	of	better,	more	refined	and	sophisticated	
spoofing	attacks.		

Possible	 solutions	 to	 this	 problem	may	 be	 engaging	 additional	 devices	 such	 as	 deploying	 an	
additional	 camera,	 depth	 camera,	 thermal	 sensor,	 or	 implementing	 a	 human	 computer	
interaction	interface	asking	the	user	to	make	a	particular	gesture	for	authentication.	Since,	such	
solutions	are	intrusive,	they	are	not	feasible	in	existing	systems.	So,	there	is	an	imminent	need	
to	introduce	an	approach	for	detecting	spoofing	attempts	without	any	additional	hardware.	

In	IJCB	2011	Competition	on	Counter	Measures	to	2D	Facial	Spoofing	Attacks	[4][5],	a	common	
trend	was	set	to	use	multiple	anti-spoofing	measures	combining	motion,	 liveness	and	texture	
and	 the	participants	were	 able	 to	 achieve	 impressive	 results.	However,	 this	 competition	was	
dealing	with	only	photo	and	print	attacks;	therefore,	all	best-performing	algorithms	used	also	
some	sort	of	texture	analysis.	However,	in	the	recently	organized	ICB	2013	2nd	competition	on	
countermeasures	 to	 2D	 facial	 spoofing	 attacks	 a	 diverse	 data	 set	 was	 considered	 including	
photo,	 mobile	 videos,	 high-definition	 videos	 and	 print	 attacks,	 and	 the	 best-performing	
algorithms	 used	 texture	 and	motion	 analysis	 together	 to	 achieve	 state-of-art	 results	 [3].	Our	
system	 learns	 to	 recognize	 the	 persons	 and	 their	 counterfeit	 evidences	 jointly,	 instead	 of	 a	
parallel	system	based	on	low	level	features.	To	our	best	knowledge,	our	system	is	the	first	real-
time	demo	system	that	performs	face	recognition	and	spoofing	attacks	detection	at	the	same	
time.	
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Results	
System	Architecture	

The	software	architecture	of	the	face	recognition	and	verification	system	is	shown	in	the	next	
figure.		

	

The	core	function	module	of	our	system	is	the	Deep	CNN	model	for	both	face	recognition	and	
spoofing	detection.	We	take	the	VGG-16	deep	CNN	as	the	deep	learning	model	 in	out	system	
[6].	This	neural	network	architecture	is	proved	to	be	accurate	and	efficient	for	face	recognition	
tasks.	To	simplify	the	system,	we	use	the	same	network	architecture	for	spoofing	attacks.	Two	
separated	trainings	are	required	to	train	the	model.	The	training	is	executed	offline.			

• Face	recognition	model	training	

Among	 various	 face	 recognition	 models,	 we	 selected	 VGG-16	 framework,	 which	 is	 a	 deep	
learning	 framework	 adapted	 from	 the	 famous	VGG	network	 for	 object	 recognition.	 The	VGG	
network	contains	13	convolutional	 layers,	4	max	pooling	 layers,	and	3	 fully	 connected	 layers.	
The	total	number	of	parameters	to	be	trained	is	133	million.	This	network	structure	is	trained	
using	 a	 VGG	 face	 dataset,	 which	 contains	 2.6k	 identities	 and	 about	 1000	 images	 for	 each	
identity.	 For	 a	 face	 image,	outputs	of	 the	 last	 layer	 (2.6k	dimension)	 are	used	as	 the	 feature	
vector.	
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• Spoofing	detection	model	training:	

We	first	used	Replay-Attack	dataset	to	train	our	spoofing	detection	model.	The	deep	network	
works	 well	 on	 the	 training	 and	 test	 datasets.	 We	 achieved	 100%	 accuracy	 on	 the	 training	
dataset	and	99%	on	the	test	dataset.	However,	when	the	trained	model	is	applied	in	our	real-
time	face	recognition	and	verification	system,	the	spoofing	attacks	were	not	correctly	detected.	
We	carefully	studied	the	situation	and	found	that	the	noise	pattern	captured	by	our	camera	is	
different	than	the	one	used	in	the	Replay-Attack	dataset.	To	overcome	this	limitation,	we	need	
to	 train	different	models	 for	 each	 type	of	 camera.	We	 implemented	 an	online	 spoofing	data	
collector	 that	 collects	 spoofing	 and	 real	 images	 for	 the	 testing	 camera.	 During	 training,	 our	
system	extracts	a	 large	number	of	patches	 from	each	 image	as	 training	samples.	Using	a	 few	
real	 and	 attacking	 images,	 we	 are	 able	 to	 have	 thousands	 of	 positive	 and	 negative	 training	
patches.	The	training	completes	in	several	hours.		

A	real-time	face	recognition	system			

The	 real-time	 face	 recognition	 system	 includes	 face	 registration	 and	 face	 recognition.	During	
registration,	a	few	images	(normally	1	or	2)	are	used	to	register	a	person.	VGG-16	face	features	
are	extracted	and	stored	in	the	identity	database.		

During	recognition,	the	detected	face	patches	are	fed	into	VGG-16	deep	learning	framework	to	
extract	features.	Then	the	system	uses	1-NN	based	on	Euclidean	distance	to	find	the	identity	of	
the	detected	face.	

The	system	is	implemented	in	Python	and	achieves	10	fps	on	the	demo	laptop	with	NVidia	GTX-
970M	GPU.	The	performance	of	the	recognition	is	quite	satisfactory	even	if	only	1	or	2	images	
of	 each	 identity	 are	 used	 in	 registration	 and	 more	 than	 20	 identities	 are	 registered	 in	 the	
system.	

Unknown	Person	

When	doing	1-NN	search,	the	system	always	return	a	list	of	IDs	by	their	distance	to	the	query	
image.	A	 common	approach	 is	 to	 define	 a	 threshold	 to	 determine	 if	 the	person	 is	 unknown.		
However,	 in	 practice,	 it	 is	 difficult	 to	 determine	 the	 value	 of	 the	 threshold	 for	 a	 reasonable	
trade-off	 between	 the	 system	accuracy	 and	 recall	 rate.	 In	our	 system,	we	 randomly	 selected	
500	individuals	from	the	VGG	celebrity	dataset	as	unknown	persons.	If	the	query	image	is	closer	
to	an	unknown	person	than	a	registered	 individual,	the	query	 image	 is	classified	as	unknown.	
From	our	testing,	the	system	gives	much	better	results	than	a	fixed	threshold	method.		
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Real-time	face	recognition	system	GUI	

A	simple	GUI	 is	 implemented	 to	support	online	 registration.	When	a	user	clicks	 the	“Register	
Me”	button,	an	 image	 is	 taken	and	deep	feature	 is	 learned	from	that	 image.	The	system	also	
supports	 repeat-registration.	 If	 a	 user	 is	 not	 correctly	 identified,	 she/he	 can	 register	
herself/himself	 again	 and	 the	 system	 will	 learn	 a	 more	 precise	 model	 for	 him.	 Repeat	
registration	 implements	 an	 online	 learning	 and	 feedback	 system.	 As	 the	 number	 of	 positive	
samples	increases,	the	model	for	that	individual	is	getting	better	and	better.	In	the	future,	we	
will	 enhance	 the	 system	 to	 update	 the	 model	 during	 the	 recognition	 phase.	 Updating	 the	
system	 model	 by	 selecting	 appropriate	 frames	 of	 a	 video	 can	 greatly	 improve	 the	 system	
performance.		

	

	

	

Combination	of	face	recognition	and	spoofing	detection	

We	 further	 enhanced	 our	 demo	 system	 by	 integrating	 spoofing	 detection.	 In	 our	 demo	 GUI	
application,	the	real	(true)	face	is	marked	with	a	green	bounding	box	and	spoofing	attacks	are	
marked	by	a	blue	bounding	box.	The	spoofing	attacks	detection	does	not	degrade	the	system	
performance.	Ten	fps	is	achieved	when	the	system	is	doing	both	face	recognition	and	spoofing	
attacks	detection.		
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Functionality	of	Innovation(s)	
Face	recognition	is	one	of	the	most	important	research	topics	for	the	last	decades	because	of	
their	 essential	 use	 in	 many	 key	 applications,	 such	 as	 surveillance,	 entertainment	 and	 social	
networking.	Fast	advancement	of	deep	learning	has	dramatically	 improved	the	accuracy.	 	The	
recognition	 rate	 has	 reached	 the	 level	 that	 face	 recognition	 can	 be	 reliable	 used	 in	 an	
uncontrolled	environment.	Authentication	using	faces	is	praised	for	its	pleasant	user	experience	
and	 simplicity.	 However,	 contrasting	 to	 fingerprints	 and	 iris,	 face	 images	 of	 a	 person	 can	 be	
effortlessly	acquired	from	the	Internet	or	by	other	means.		Authentication	system	using	a	single	
camera	system	is	vulnerable	for	spoofing	attacks,	in	which	an	intruder	uses	a	printed	photo	or	
pictures	on	another	media	(often	mobile	phone	or	tablet)	can	gain	access	to	the	user’s	system.	
In	this	project,	we	combined	the	spoofing	detection	with	face	recognition	into	one	system	with	
the	 same	 deep	 learning	 architecture.	 To	 our	 best	 knowledge,	 this	 is	 the	 first	 system	 that	
integrates	these	two	related	technology	together.	Using	great	computation	power	of	modern	
GPUs,	our	system	achieves	10	fps	for	face	detection,	face	recognition	and	spoofing	detection.		

Conclusions	and	Recommendations	
Within	 this	 project,	 we	 implemented	 a	 demo	 system	 that	 combines	 face	 detection,	 face	
recognition	and	spoofing	attacks	detection.	Our	system	is	a	complete	system	that	includes	face	
image	registration,	query	image	recognition,	spoofing	data	collection	and	training.	We	showed	
that	combining	spoofing	detection	into	a	face	recognition	system	does	not	degrade	the	system	
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performance.	Our	system	achieves	10	fps	 in	 face	recognition,	which	 is	enough	for	a	real-time	
system.		

During	 the	 research,	we	 found	 that	 the	 spoofing	detection	based	on	noisy	 texture	 is	 camera	
dependent.	 A	 system	 trained	 on	 one	 dataset	 is	 not	 generally	 applicable	 to	 systems	 with	
different	 camera	 models.	 Training	 is	 required	 for	 different	 camera	 models.	 And	 the	 noise	
pattern	is	also	dependent	on	the	illumination	condition.	Incorporating	depth	camera	or	multi-
camera	system	would	be	more	reliable	bearing	the	increase	of	the	cost	and	system	complexity.	
Further	research	is	required	to	understand	the	impact	of	illumination	on	the	noise	patterns	and	
more	efficient	way	of	collecting	data	and	training	a	spoofing	detection	system.		

Our	demo	will	be	integrated	and	show-cased	in	an	important	application	by	IAB	member	Nokia	
at	a	national	event	in	Finland.	

Impact	and	Uses/Benefits	
The	 use	 of	 face	 verification	 systems	 as	 a	 primary	 source	 of	 authentication	 has	 been	 very	
common	over	 the	past	 few	years.	Despite	 the	advance	 in	 face	recognition	systems,	 there	are	
still	many	open	problems	in	this	area.	Accurate	and	fast	recognition,	surveillance,	learning	and	
spoofing	detection	in	large	face	databases	with	the	cheapest	possible	way	are	essential	to	most	
industry	sectors	to	maximize	their	security,	revenues	and	competitiveness.	Our	research	done	
in	this	project	proved	that	the	combined	system	can	be	easily	adapted	by	industry.	Our	industry	
partners	have	established	projects	 to	 integrate	 the	system	 into	 their	own	and	will	 show	case	
the	integrated	system	in	an	important	national	event.		

Our	research	also	shows	the	limitation	of	spoofing	detection	using	noise	patterns	and	presents	
the	 future	 direction	 of	 providing	 reliable	 spoofing	 attack	 detection	 systems.	 We	 have	 also	
shown	 the	 limitations	of	 the	proposed	 systems	 in	partially	occluded	 faces	 and	 in	 the	 case	of	
training	 with	 a	 few	 samples.	 Such	 limitations	 will	 be	 mitigated	 in	 the	 next	 2017-2018	 CVDI	
project.	
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