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Executive Summary/Abstract 

Preserving privacy in machine learning on multi-party data is of importance to 

many domains. In practice, existing solutions suffer from several critical 

limitations, such as significantly reduced utility under privacy constraints or 

excessive communication burden between the information fusion center and 

local data providers. In this project, we propose and implement a new 

distributed deep learning framework that addresses these shortcomings and 

preserves privacy more efficiently than previous methods. During the 

stochastic gradient descent training of a deep neural network, we focus on the 

parameters with large absolute gradients in order to save privacy budget 

consumption. We adopt a generalization of the Report-Noisy-Max algorithm in 

differential privacy to select these gradients and prove its privacy guarantee 

rigorously. Inspired by the recent novel idea of Terngrad [1], we also quantize 

the released gradients to ternary levels {-B, 0, B}, where B is the bound of 

gradient clipping. Applying Terngrad can significantly reduce the 

communication cost without incurring severe accuracy loss. Furthermore, we 

evaluate the performance of our method on a real-world credit card fraud 

detection data set consisting of millions of transactions.   

Goals and Objectives 

This project aims to provide a privacy preserving method for training deep 

neural networks from multiple sources of data. The performance of the 

proposed method is evaluated using a real-world credit card fraud detection 

data set. Our work bridges the gap between collaborative machine learning and 

privacy-preserving machine learning, with the aim of providing a framework 

that can be the basis for banks and other entities to share their data without 

revealing sensitive information. 
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Differences from Current State of Art 

There have been various attempts to address the privacy challenge, such as 

anonymization and encryption. However, some of the existing solutions either 

have high communication and computation burden or do not have 

mathematically rigorous privacy guarantees. Much of the previous work along 

these lines has been proven to not be private at all [2, 3]. Here, we follow a 

prevalent theoretical framework for differential privacy [4] and propose a 

differentially private method to train a deep neural network. There are 

numerous efforts focused on training differentially private machine learning 

models from multi-party data sets. One line of research develops algorithms to 

combine classifiers from different participants. Pathak, Rane, and Raj [5] 

leverage cryptography to securely average over local classifiers and release a 

perturbed version of the averaged model. Their work lacks theoretical 

justification regarding accuracy optimality of the averaged model and performs 

poorly when irregular or imbalanced data sets are present across different 

organizations. Another recent paper [6] proposes an ensemble learning and 

pseudo-labeling solution that is less restricted to averaging compared to 

previous proposal. It designates a trusted authority to compose an ensemble 

model of local models and use this model to label privacy-free (public) auxiliary 

data. The newly-labeled data are then used to train a global differentially 

private classifier, which can be released safely. The difficulty with this approach 

is the assumption that a trusted authority exists; the primary motivation for 

multiparty learning derives from the impossibility of establishing such an 

entity in practice. Another line of work attempts to improve over [7] by 

proposing differentially private versions of iterative numerical optimizers, 

such as private (stochastic) gradient descent. These solutions often work by 

adding noise to the gradients in each iteration. However, it is possible that the 

model performance will be severely affected for practical deployment in 

multiparty learning. Moreover, in a large model like a deep neural network, 

there are often hundreds of thousands of parameters to train and the excessive 

interactions/iterations results in fairly quick privacy budget consumption. 
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Methods and Datasets  

In this section, we present our privacy-preserving distributed deep learning 

system in details, which enables multiple participants to jointly train a neural 

network model without sharing raw data. There are in total 𝐾  participants 

(banks), each owning a private data set 𝐷𝑘 = {𝑿𝑖
𝑘, 𝑦𝑖

𝑘}|𝑖=1
𝑛𝑘  (𝑘 = 1, … , 𝐾), where  

𝑿𝑖
𝑘 is the feature vector, 𝑦𝑖

𝑘  is the corresponding label and 𝑛𝑘  is the size of the 

data set associated with participant 𝑘. In addition, there is a parameter server 

that oversees information integration and dissemination. All the participants 

will communicate directly with the server (fetching parameters, uploading 

gradients, etc.). The server is responsible for updating the parameters 

iteratively and making them available to all participants. Here we assume both 

the participants and the server are honest but curious. They will follow the 

protocols honestly, but also try to learn as much information as possible about 

the other participants from their views of the protocols. Potentially, this can be 

privacy-leaking as shown in [8]. Therefore, all the information coming out of a 

participant has to be differentially private in order to protect its private data 

set. The structure and basic workflow of the distributed deep learning 

framework is illustrated in Figure 1.  

 
Figure 1. Diagram of the distributed deep learning system. 
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In our privacy-preserving multi-bank credit card fraud detection problem, the 

goal is to protect the privacy of each bank’s customers, or more exactly, obscure 

which transactions belong to each bank, by enforcing differential privacy. 

Before jointly training the models, all participating banks will first agree on a 

common model (the architecture of the neural network, features, activation 

function in each hidden layer, loss functions etc.). The parameter server will 

initialize the parameters randomly and pass them to the first participant. The 

first participant trains the model on its own private data set and uploads the 

differentially private gradients to the server, who updates the parameters 

accordingly. Then the server will contact the next participant and pass the new 

parameters to it for more training, and so on. The whole training process will 

go on for T iterations. During each iteration, all the participants will be 

contacted once in a round-robin manner. Following the setting of most existing 

works, each participant will fix its total privacy budget and number of iterations 

ahead of time and avoid adaptive choice of privacy parameters. 

 

During each iteration, after downloading the current parameters from the 

server, the participant will sample a small subset from its own private data set 

and compute the average gradient on this subset. To deal with the exploding 

gradient problem, the gradient will first be clipped element-wise if it exceeds in 

absolute value a fix bound B, as is usually done in previous work. Then we apply 

the newly proposed differentially private Report-Noisy-Top-N (RNTN) 

algorithm repeatedly in order to select the parameters with large absolute 

gradients. By focusing on these large gradients, we can save on the privacy 

budget because the amount spent from the privacy budget is linearly related to 

the number of gradients uploaded to the server. A similar idea was explored in 

the work of Shokri and Shmatikov [9], which used a sparse vector technique for 

this purpose, but the privacy and accuracy analysis was incomplete. Moreover, 

instead of uploading the noisy gradients to the server, we upload the “ternary 

gradient” {−B, 0, B} based on the sign of the selected noisy gradients in order to 

reduce the communication burden. This idea is proposed by the recent work of 

Wen et al. [1]. For more details about the algorithms and the privacy analysis, 

refer to our publication at IEEE-TrustCom [10].  
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In the experiment, a real-world credit card transaction data set contributed by 

a US bank is studied. All the 78 million transactions from over 2 million 

accounts happened in the first eight months of 2013 and were labeled as either 

non-fraudulent or fraudulent. There are 69 categorical and numeric features in 

the original data set, including transaction amount, transaction date and time, 

merchant code, account-level information, card present or not, distance to 

merchant, etc. In addition, we derived new features reflecting the spending 

pattern of customers with the help of domain expertise, such as amount 

difference and distance difference from last transaction, time duration since 

last transaction, velocity variables, standard deviation of transaction amount 

for each account over time, etc. We apply effect coding to all the categorical 

variables and standardize all the numerical variables. There are in total 264 

features in the processed data set. The percentage of fraudulent transaction in 

the entire data set is 0.136%. Since it is extremely unbalanced, we decide to 

under-sample the non-fraudulent transactions at the account level. To be more 

specific, we kept all the accounts with fraudulent transactions and randomly 

sample the same amount of accounts from the remaining non-fraudulent 

accounts. All the fraudulent transactions and a random 20% of all the 

nonfraudulent transactions from our selected accounts are used as our sample 

for building and testing the neural network model. After preprocessing, there 

are around 0.7 million transactions with a fraud rate of 14% in the sample. 

Results 

The model used in the numerical experiments is a generic neural network with 

2 hidden layers of neurons. The number of neurons in each hidden layer are 50 

and 20 respectively. Therefore, the total number of weights and bias 

parameters in the neural network is 14,312. To simulate the multiparty 

situation, the accounts are divided evenly among each participating bank and a 

holdout test set. The data from all the participants is used to train the neural 

network, and the test set is used to evaluate the algorithms. First, we present 

the amount of the privacy budget consumed at each iteration, and how the 

privacy budget is affected by the number of uploaded gradients n and the mini-

batch sampling ratio q. The results are displayed in Table 1. We can see that 

without mini-batch sampling and gradients selection, the privacy budget 
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consumed at each iteration will explode, which makes the differentially private 

method impractical. Sampling a mini-batch and uploading a proportion of all 

the gradients will save a lot privacy budget without hurting the model 

performance. Moreover, if we can tolerate a tiny probability for the algorithm 

failing to preserve privacy (e.g. 𝛿 =  2−30), the advanced composition theorem 

will greatly save the privacy budget compared with the basic composition 

theorem.  

Table 1 Privacy budget consumption at each iteration 

ε q n 𝜺𝒊𝒕𝒆𝒓
𝒃𝒂𝒔𝒊𝒄 𝜺𝒊𝒕𝒆𝒓

𝒂𝒅𝒗 

0.1 0.01 1431 3.01 0.37 

0.1 0.01 2862 6.02  0.52 

0.1 0.05 1431 15.01  1.88 

0.1 1 14312 2862.4  410.1 

0.5 0.01 1431 18.50  2.35 

0.5 0.01 2862 37.01  3.39 

0.5 0.05 1431 91.35  13.97 

0.5 1 14312 14312.4  9830.1 

 

To illustrate the utility-privacy trade-off, we compare the area under the 

receiver operating characteristics curve (AUC) of the model on the test set of 

our approach to a non-private neural network baseline under different values 

of ε. In addition, we also test the impact of the number of participants in the 

systems, the mini-batch sampling ratio, and the number of uploaded gradients. 

The whole analysis was repeated 10 times with different seeds for random 

number generator. The results are very similar for different trials. For sake of 

clarity only a single result is presented.  



10 
Confidential and Proprietary to CVDI 

Figure 2 displays the AUC on the test set under different per-iteration privacy 

budgets iteration for 5 participants. We set the mini-batch ratio to be 0.01 and 

for our algorithm, only 10% of all the gradients are uploaded to the sever in 

each iteration. As expected, a smaller privacy budget (ε = 0.01 or 0.1) gives 

relatively weaker performance. For an intermediate differential privacy 

guarantee (ε = 0.5 or 1), the performance is comparable to the non-private 

baseline. It is also worth noting that when the privacy budget is large (ε = 10), 

the performance of our method even beats the non-private baseline. This 

experiment is a proof-of-concept that privacy preservation can give satisfactory 

performance even under an intermediate differential privacy guarantee on a 

real-world data set. Moreover, adding a small amount of noise and focusing on 

the top gradients will not only reduce the communication burden but also help 

learning the model faster and improving the accuracy. It is also consistent with 

the phenomenon studied in the paper [11]. Our understanding is that adding 

noise to gradients most likely helps the optimizer jump out of local minimum 

for a non-convex problem like deep neural network, whereas an exact gradient 

descent method will sometimes get the optimizer stuck. Figure 3 presents the 

results when there are 30 participants. The trend of AUC curves is similar to 

that of Figure 2. 

 

Figure 2. AUC comparison under different privacy budget (5 participants, minibatch 
ratio = 0.01, ratio of uploaded gradient = 10%) 
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Figure 3. AUC comparison under different privacy budget (30 participants, minibatch 

ratio = 0.01, ratio of uploaded gradient = 10%) 

 

Lastly, we look at the impact of mini-batch ratios and ratio of uploaded 

gradients with ε = 1. As expected, Figure 4 and 5 shows that when the mini-

batch ratio and the ratio of uploaded of uploaded gradients are increased, the 

performance is also improved. Note that even if only 30% of all the noisy 

ternary gradients are uploaded to the server, the model performance is 

superior to that of the non-private baseline. It further verifies the impression 

that for a deep neural network, only a proportion of the gradients are large 

enough to change the parameter and improve the value of loss function, and 

our Report-Noisy-Top-N algorithm is effective in selecting these gradients in a 

differential private manner.  
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Figure 4. AUC comparison under different mini-batch ratios q (5 participants, = 0.01, 

ε = 1, ratio of uploaded gradient = 10%) 

 

 

Figure 5. AUC comparison under different ratios of uploaded gradient q_n (5 
participants, = 0.01, ε = 1, mini-batch ratio = 1%) 
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Functionality of Innovation(s) 

• We provide end-to-end differential privacy guarantee on distributed 

deep learning, which improves recent proposals [9] in terms of utility and 

privacy budget consumption. 

• We propose a novel differentially private algorithm for selecting the most 

important gradients in each iteration and prove its privacy properties 

rigorously.  

• We apply the idea of Terngrad to implement an efficient learning process 

with less communication bandwidth requirements. 

• We evaluate our method on a real-world fraud detection data set with 

multi-million transactions and achieve performances comparable to the 

previous work [12] even under privacy constraints. 

Conclusions and Recommendations 

In this project, we propose a privacy-preserving method to train deep neural 

networks in a distributed setting and evaluate its utility-privacy trade-off on a 

real-world credit card fraud detection data set. In order to save privacy budget 

consumption, we sample a mini-batch from the private data set of each 

participant and focus on the large absolute gradients. In addition, we upload 

ternary gradients instead of the exact gradients to reduce communication 

burden. Our privacy-preserving method achieves model performance 

(measured by AUC on test set) comparable to the non-private baseline. It 

provides a practical solution to the multi-party privacy preserving deep 

learning, which is especially beneficial to financial institutions who are willing 

to jointly learn machine learning models but are prohibited by privacy 

restrictions.  
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Impact and Uses/Benefits 

Consider the real-world example where credit card companies and banks 

would jointly benefit from an improved fraud detection model. The best 

performing model would need to be trained using a data set that considers the 

dynamics of each customer base because of the varying spending patterns of 

card holders over different customer bases. Due to the competitive nature of 

the financial industry, credit card companies and banks are reluctant to share 

their proprietary data with each other or a central repository. To resolve this 

impasse, it is crucial to design a multi-party machine learning mechanism to 

facilitate the collaboration among different financial institutions without 

violating customer privacy or leaking business secret. Specifically, this research 

project develops and implements efficient multi-party privacy preserving 

algorithms for deep learning. Banks utilizing our methods will be provided with 

ability to build and improve credit card fraud detection models based on 

private data sets collected by other banks without sharing sensitive data or 

releasing personal information. 
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