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IMPACT

This research project aims to develop efficient multi-

party privacy preserving algorithms for supervised 

machine learning. Banks utilizing our methods will be 

provided with the ability to build and improve credit card 

fraud detection models based on private data sets

collected by other banks without sharing sensitive data 

or releasing personal information. This technique also 

helps alleviate the notorious unbalanced data set issue 

in credit card fraud detection.

OBJECTIVES

1. Develop multi-party differential private model 

aggregation methods with good statistical 

properties.

2. Implement and extend state-of-the-art 

differential private empirical risk minimization 

algorithms.

3. Apply the general methods on neural networks 

and investigate its application on credit card 

fraud detection problems

APPROACH (RESEARCH METHODS)

General techniques to learn privacy-preserving 

classifiers via distributed (regularized) empirical risk 

minimization:

• Output perturbation (noise is added to the output of 

the standard ERM algorithm)

• Objective perturbation (perturb the objective function 

before optimization)

General techniques for one-shot model aggregation: 

• Develop multi-party model aggregation methods with 

a built-in differential privacy mechanism. 

“Knowledge” of  the local classifiers ensembles are 

transferred and combined into a global classifier at 

the center. 

1. Investigate the theoretical properties of multi-party 

differential private machine learning algorithms, 

especially in the context of supervised learning.

2. Implement the algorithms and conduct empirical 

evaluation of their performance.

NEED & INDUSTRIAL RELEVANCE PROJECT GOALS

• In both academia and industry, research often involves 
sensitive identifiable human subjects data which are 
contingent on strict privacy regulations. 

• Meanwhile, distributed optimization and model 
aggregation methods become desirable due to advances 
in decentralized dataset collection and storage. 

• One such example prevails in the banking industry, 
where different banks aim to collaboratively develop 
effective credit card fraud detection models. However 
privacy policies prohibit banks from sharing customers’ 
sensitive information. 

• Another example is data collected and stored on 
participants’ smart phones in personal health libraries.  
Researchers wish to access these data while individuals 
wish to keep their personal data private.
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1. Research paper about efficient differential 

private model aggregation methods with 

theoretical analysis. 

2. Case study for credit card fraud detection 

algorithms.

3. Code and software prototype for algorithms 

implementation and empirical experiments. 




